VI. Industry Sector Specific Tools

Technology Best Practices

Enterprises managing controlled technology must have a system in place to ensure the technology is adequately safeguarded. The resources listed below are intended to assist your enterprise in effectively managing transfers of controlled technology. 

The resources are organized as follows:
· [bookmark: _GoBack][image: ]Terminology
· Technology Control Plans (TCP)
· Physical Security Best Practices
· Information Security Best Practices
· Cloud Computing Best Practices
· Technology Recordkeeping Best Practices
· Developing a Foreign National Access Control Plan
Appendices
· Appendix 1: Technology Control Plan Template
· Appendix 2: Controlled Information Non-Disclosure Agreement Template
· Appendix 3: TCP Briefing Acknowledgement Form Template
· Appendix 4: Access Control Information Sheet Template
· Appendix 5: Technology Control Plan Template (Academic/research-oriented)

To download the entire “Technology Best Practices” section document, click here


Terminology

	Term
	Definition

	Technology
	Any specific information or know-how (in tangible form, such as models, prototypes, drawings, sketches, diagrams, blueprints, manuals, software, or in intangible form, such as training or technical services) that is required for the development, production, or use of a good, but not the good itself. Information takes the form of “technical data” or “technical assistance.”

	Technical data
	Information required for the design, development, production, manufacture, assembly, operation, repair, testing, maintenance, or modification of controlled products. This includes information in the form of blueprints, plans, diagrams, models, mathematical formulae, tables, engineering designs and specifications, manuals and instructions written or recorded on other media or devices such as disk, tape, or read-only memories (ROM). Technical data can be transferred via tangible or intangible means. Note: Intangible transfers of technology (ITT) may occur by visual, oral, or electronic transmission.
Examples of technical data common to universities and research organizations would include:
· Technical reports, presentation/pre-publication manuscripts, and research records 
· Design drawings, circuit diagrams, manufacturing method documents, test method documents, and evaluation method documents 
· Technical specifications on experimental equipment 
· Experimental data 
· Computer and software programs, etc. 

	Technical assistance
	Technical assistance may take forms such as instruction, skills training, working knowledge, consulting services, and may involve the transfer of technical data.
Examples of technical assistance common to universities and research organizations would include:
· Presentation or explanations with presentation software 
· Oral research presentations, skill instructions, etc.

	Intangible Transfer of Technology (ITT)
	The transfer of controlled technology, information, or know-how through non-physical means (electronic, visual, or oral) this includes supplying technical details and schematics, designs, lessons and similar know-how (technical data) through education, training, or instruction (technical assistance).

	Deemed export 
	A deemed export is the release of technology or information to a foreign national within the exporting country. Many national governments, such as the US, require enterprises to acquire specific licenses before foreign nationals are allowed to access controlled technologies or information, even if they reside in said country and work for the enterprise.

	Foreign national
	1) A person who is neither a lawful permanent resident nor a citizen or national, 2) a foreign entity (corporation, business association, partnership, etc.) not incorporated or organized to do business in your country, or 3) an international organization, a foreign government or an agency, or subdivision of a foreign government.

	Basic scientific research
	Experimental or theoretical work undertaken principally to acquire new knowledge of the fundamental principles of phenomena or observable facts, not primarily directed towards a specific practical aim or objective.

	Fundamental research   
	Basic or applied research in science and engineering (usually performed or conducted at an accredited academic institution) where the resulting information is ordinarily published and shared broadly in the scientific community. Fundamental research is distinguished from research that results in information that is restricted for proprietary reasons or national security reasons, and is therefore not subject to strategic trade controls.

	In the public domain
	Information that is published and that is generally accessible or available to the public.” This includes "technology" or "software" which has been made available without restrictions upon its further dissemination.



Technology Control Plan (TCP) [endnoteRef:1] [1:  Adapted and modified from “Australian Best Practice Guide for the Management of Controlled Exports and Technology,” Australian Industry Group, May 2014, < http://pdf.aigroup.asn.au/13266_ecf_best_practice_guide_cover_web.pdf>.] 


If your enterprise deals in controlled technology and either employs foreign nationals or has frequent meetings with foreign nationals, it is recommended that your enterprise develop a Technology Control Plan (TCP). 

Many enterprises fail to recognize the threat posed by insiders and employees who can potentially abuse or exceed their authorized access to controlled information/data to steal sensitive technology or information for financial gains and other malicious goals (e.g. theft of intellectual property for foreign enterprises or governments). Indeed, insider threats have become a common and popular trend targeting private sector enterprises as well as government agencies for reasons that range from financial gains and IT sabotage to business advantage and industrial espionage. As a result, many enterprises choose to rely on technology control plans that institute physical and IT security policies and mechanisms to combat these threats.

A TCP establishes internal procedures that are designed to prevent unauthorized access to controlled technology and ensure compliance with any national STC requirements.  A TCP should be incorporated into an enterprise’s ICP and include the additional features of a physical security plan, an information security plan, and personnel-screening procedures.

Elements of a Technology Control Plan (TCP)

A comprehensive TCP should address the following areas to help ensure proper management of strategic technology and information:
· Develop an overarching enterprise policy statement identifying the relevant regulations and legislation and mandating compliance with the requirements of strategic trade controls;
· Document domestic and foreign STC requirements related to technology transfers;
· Clearly specify what constitutes “controlled technology” and define other relevant terminology; 
· Designate the empowered compliance official(s) responsible for managing and overseeing the TCP, including contact details;
· Define the roles and responsibilities of the official(s) responsible for managing the TCP (e.g. Technology Control Officer);
· Articulate technology control requirements, processes and procedures; 
· Recognize the enterprise personnel to whom the requirements apply;
· Specify employee responsibilities as well as the obligations of contractors and suppliers;
· Identify the location of controlled “technical data” and the facilities and premises where restrictions apply; 
· Provide guidance related to information security and IT systems access in order to prevent unauthorized transfers of controlled technology;
· Password protection, logins, session lock 
· Use of file encryption, firewalls 
· Anti-virus and cybersecurity checks
· Use of Virtual Private Networks (VPNs) and non-networked servers
· Destruction/deletion of controlled technology
· Institute physical security measures to prevent unauthorized access. Practices should be described related to:
· Access controls 
· Visitor identification and control
· Document and data storage
· Disposal of controlled information
· All export and import processes, including intangible transfers, should include review and documentation procedures to prevent unauthorized transfer at each key stage;
· A classification system should be described and in place to appropriately distinguish and classify all controlled information. The system should seek to firewall controlled technology from non-controlled technology; 
· Procedures for document control, storage, handling, and disposal should be adequately described
· Develop personnel screening procedures to ensure employees do not have a criminal background or links to designated entities or individuals that are involved in proliferation activities. Note: The RPST that is part of the ICP Guide can be used to screen personnel against the various, designated entity lists.

Note: Appendix 1 of this section contains a “TCP Template” that can be customized and used by your enterprise. Additionally, this section provides information that can enable your enterprise to develop a “Foreign National Access Control Plan.”


Physical Security Best Practices

· Clearly-Identify Controlled Technology → All controlled items should be clearly marked “controlled” and should be clearly-distinguished and physically segregated from non-controlled technology and information. It might be appropriate to classify information into data categories such as: 1) Public Use, 2) Internal Use Only, and 3) Confidential/Controlled. 
· Next, your enterprise may seek to “tag” or appropriately classify any technology or information that is deemed to be sensitive or subject to control. A Commodity Classification Number (CCN) should be assigned to any strategic data that is found on the national control list and this information should be catalogued in databases/document files for future reference. 
· Create Secure Physical Storage → Controlled technology should be locked in a secure container (cabinet, safe, drawer) when not in use or possession of authorized enterprise personnel.
· Utilize the “One lock Principle”. The “One Lock” principle of securing controlled items requires using at least one mechanism (keys, key cards, access codes, etc.) to prevent disclosures to unauthorized persons. Note: This is the minimum requirement for safeguarding controlled technology and information.[endnoteRef:2] [2:  Beran, Mary and David Brady, "Using Technology Control Plans in Export Compliance," University of Pennsylvania, 2013, <http://www.upenn.edu/researchservices/Export%20Controls%20Conference/Mary%20Beran%20&%20David%20Brady%20-%20Using%20Technology%20Control%20Plans%20in%20Export%20Compliance.pdf>.] 

· [image: ]Paper or hard-copy files containing controlled information or technology should be stored under lock in key (e.g. in a secured locked file cabinet in an office that is locked when unoccupied).[endnoteRef:3]  [3:  “University of Pennsylvania Office of Research Services TCP Template,” University of Pennsylvania, available at, <http://www.upenn.edu/researchservices/exportcontrols/documents/annotated%20TCP%20Template%20v3.docx>.] 

· Controlled technology that cannot be stored in a secure a container when not in use may require additional security precautions. This type of “open” storage tends to be less secure and presents greater risk of inadvertent transfers of controlled technology and information.[endnoteRef:4] [4:  Beran, Mary and David Brady, "Using Technology Control Plans in Export Compliance," University of Pennsylvania, 2013.] 

· It is recommended that controlled information not be removed from storage without approval from the appropriate empowered compliance official within your enterprise.
· Establish procedures for the proper destruction and disposal of controlled information (e.g. papers, schematics, blueprints).
· Establish Restricted Areas → Restricted areas are used to regulate access to controlled technology that is located in an open area during operating hours. Restricted work areas often employ physical barriers to protect against the oral or visual transfer of controlled information to unauthorized individuals. 
· The restricted area should have a clearly defined perimeter, but physical barriers are not always required. 
· A restricted area is prudent when it is impractical or impossible to protect access to the controlled technology due to its format, size, quantity, or other unusual characteristic. 
· Personnel within the restricted areas are responsible for challenging all persons who may lack appropriate authority to enter the restricted area. 
· Institute Access Controls → Many enterprises employ access controls to ensure that controlled technology is only accessible to authorized personnel.
· Utilize key controls to manage access to controlled technology. Key controls can be manual but preferably, they should be electronic (e.g. key cards or key control pads with individual employee access codes).
· Employ video surveillance and CCTV around the clock to monitor access to controlled technology
· Establish a single entry policy, whereby every employee must individually access restricted areas or controlled technology using their own key, badge, access code, or credentials (seek to prohibit two people from entering at once).
· Require sign-in to obtain access to controlled technology or equipment. When possible, controlled information should be stored in locked containers with established sign-out procedures so that a log of chain of custody is maintained. When this is not possible, your enterprise should consider utilizing restricted areas in order to track who has entered and exited.[endnoteRef:5] [5:  “University of Pennsylvania Office of Research Services TCP Template,” University of Pennsylvania.] 

· Create an access log detailing all individuals that have entered restricted areas or accessed controlled information or technology.
· Develop Visitor Identification and Control Measures → It is your enterprise’s responsibility to ensure that visitors are not afforded access (by visual or oral means) to controlled technology unless it is permitted under a license from the relevant national authorities. Your enterprise can take the following actions to help prevent visitor access to controlled technology and information and maintain compliance with STC requirements:
· Screening  → It is recommended that your enterprise screen visitors in advance to ensure that they are not designated on any restricted party or entity lists (Note: Your enterprise can use the RPST to screen visitors against relevant lists). In addition, it may be important to ascertain the nationality of the visitor in advance as some countries maintain restrictions on transfers of controlled technology to certain foreign nationals. Your enterprise may also consider a resume/Visa review to ensure that the visitor does not present undue risks or have any ties to designated parties, individuals, or destinations.
· Visitor registry → It is recommended that your enterprise require all visitors to sign a visitor register prior to entry into your enterprise’s facilities. It is your enterprise’s responsibility to establish whether the visitor is authorized to access controlled information, and to provide an appropriate badge and/or escort.
· Visitor escorts and identification badges → All visitors should be required to wear an identification badge. The visitor’s ID badge should be easily identifiable and displayed at all times within your enterprise’s facilities. Visitors that do not have access to controlled information should be escorted at all times by employees and should be made to wear visitor identification cards/badges at all times.[endnoteRef:6] Some enterprises enable the badges with Radio Frequency Identification (RFID) tags to monitor the physical proximity of visitors to controlled technology. [6:  “Australian Best Practice Guide for the Management of Controlled Exports and Technology,” Australian Industry Group, May 2014.] 

· Non-Disclosure Agreements (NDA) → Your enterprise might consider requiring visitors to acknowledge the existence of the ICP (and/or TCP) and require visitors to sign an NDA that prevents the visitor from disclosing any information related to the visit. Note: Appendix 2 of this section contains a “Controlled Information Non-Disclosure Agreement Template” that can be customized by your enterprise.
· Physical inspections → Your enterprise might consider conducting physical inspections of bags, parcels, and electronic storage media upon entry. Visitors may be asked to deposit cell phones or other electronic devices prior to entering facilities that contain controlled strategic technology. 
· Third party access controls → Your enterprise might consider establishing controls to limit custodians, maintenance, building management from accessing controlled information.[endnoteRef:7]
 [7:  Beran, Mary and David Brady, "Using Technology Control Plans in Export Compliance," University of Pennsylvania, 2013.] 

Information / Data Security Best Practices[endnoteRef:8] [8:  Adapted and modified from “Australian Best Practice Guide for the Management of Controlled Exports and Technology,” Australian Industry Group, May 2014.] 


It is your enterprise’s responsibility to safeguard strategic technology and information. This includes “information at rest” (laptops, desktops, electronic storage devices, databases, etc.); “information in use” (SharePoint, the Cloud, file and application servers, etc.); and “information in motion” (emails, file transfers, etc.). Below are some examples of information security best practices:

Laptop Computers: 

Leaving your country with controlled technical data or information on your laptop may be a violation of your country’s strategic trade controls. These controls could extend to any attachments and messages in your email or files on computer hard drives. 

Your enterprise should seek to ensure that when laptops contain controlled data, appropriate licenses have been obtained from your national authorities (if applicable and necessary) and the data is encrypted to prevent any unauthorized transmission. 

Best Practices for International Travel
· Develop detailed guidelines and procedures for meetings, international travel, emails, symposiums, etc. where controlled technology will be discussed;
· Refrain from sending controlled files by email or embedding technical data in the body of emails. It is recommended that your enterprise only share the files using links to internal pages that require a secure login;
· Do not leave emails and emails attachments with controlled technical data in your email folder. Download the information to a secure server and delete the email from your laptop prior to departure;
· Do not load software on computers that will be leaving on international travel;
· Ensure transmissions of emails that contain controlled information are stored on a secure server located in your country and that their transmission is encrypted;
· When appropriate, your enterprise should consider use of a Virtual Private Network (VPN) to remotely access controlled information outside of your country. Note: This can eliminate the need to carry controlled information on an employee laptop.

Electronic Storage of Controlled Information

The proper storage of controlled information on your enterprise’s servers and electronic storage devices is an important part of ensuring that controlled data is safeguarded from unauthorized access. Inadvertent access by unauthorized persons may be a violation of your national strategic trade controls. 

Controlled strategic data can be secured through encryption, passwords, or storage in non-networked locations.[endnoteRef:9]   [9:  “University of Pennsylvania Office of Research Services TCP Template,” University of Pennsylvania.] 


Best Practices for Electronic Data Storage
· Limit data storage on personal computers and shared servers; 
· Keep a list of computers, networked devices, and data storage devices that maintain controlled technology, these machines should receive greater security monitoring (e.g., antivirus checks, firewall enabled, session lock, file encryption, strong passwords). Request that your IT department setup computers and devices with appropriate security safeguards;
· Equip your enterprise’s PCs with an automated “time-out” feature that requires the user to re-enter a password after a specified period of time;
· Ensure your enterprise’s file servers have account/password protection at the “folder” level of the data directory;
· [image: ]Limit access to sensitive folders. The employee responsible for internal compliance or your enterprise’s Technology Control Officer (TCO) (if applicable) or Chief Compliance Officer (CCO) should establish and retain an up-to-date list of employees authorized to access such files and provide it to your IT Department;
· Do not utilize file sharing programs (e.g. Microsoft Sharepoint , Dropbox, or Box) to house or share files containing controlled information;
· Utilize dedicated data storage devices (portable hard drives/flash drives, etc.); 
· Appropriately encrypt files on removable data storage devices; and 
· Establish procedures and guidelines to destroy/delete controlled technology at the end of its life cycle (hard drives, CDs, DVDs, flash drives, etc.) 

Cloud Computing Best Practices[endnoteRef:10] [10:  Adapted and modified from “Impact of Export Controls on Higher Education & Scientific Institutions,” Georgia Tech University, May 5-7, 2014.] 


If your enterprise stores data or information “in the cloud,”[endnoteRef:11] you should determine if any of the data is subject to strategic trade control. In some jurisdictions, if controlled data is stored or routed outside of the country, or shared with foreign nationals, it is deemed to be an export and requires authorization from the national authorities. Your enterprise should consult with the national licensing authorities to address the following questions: [11:  Definition: “Cloud computing” is a distributed computing environment orchestrated over a network. See, “Impact of Export Controls on Higher Education & Scientific Institutions,” Georgia Tech University, May 5-7, 2014, <http://researchintegrity.gatech.edu/files/Export/2014-conference-presentations/Cloud_Computing_and_Encryption_Cowperthwait_Metcalf_Schlesinger_Smoak_Wheeler.pdf>.] 

1. [image: ]When is technology or software said to be “exported” or “transferred”? 
2. Is data stored abroad in the cloud considered an “export” to the foreign country? 

If applicable, your enterprise can take the following actions to minimize the possibility that controlled data or information stored “in the cloud” is accessed by unauthorized end-users:
· Determine the physical routing and destination of any controlled technical data that has been uploaded to the cloud in order to determine whether licensing requirements apply (Where does the data reside? Where are the servers located?);
· Seek assurances from providers that any controlled data will be located entirely on local servers in your country, and that it will not be accessed by foreign nationals employed by the providers;
· Even with commitments from providers, your enterprise should continue to exercise due diligence to monitor when controlled data is maintained or routed, outside of your country or made accessible to foreign nationals;
· When unsure of the implications of a cloud service arrangement, seek guidance from the national authorities to determine whether a license is required to transfer controlled data from the cloud; 
· Impose restrictions on creation of copies of data by cloud service providers, and require that providers delete all copies (including backups) of such data once cloud services are terminated;
· Review and modify internal compliance policies and practices, (and TCP, if applicable), 
· Inform and update employees on any emerging compliance issues related to the cloud; 
· Ensure that cloud service agreements address each party’s compliance responsibilities, and the penalties and consequences for acts of noncompliance; and
· Increase the security of your data by adding passwords, logins, and/or encryption to access. 

Technology Recordkeeping Best Practices[endnoteRef:12] [12:  Adapted and modified from “Compliance Guidelines: How to Build an Effective Export Management and Compliance Program and Manual,” U.S. Department of Commerce, Bureau of Industry and Security (BIS), Office of Exporter Services, Export Management and Compliance Division, November 2013, <http://www.bis.doc.gov/index.php/forms-documents/doc_view/7-compliance-guidelines>.] 


Your enterprise should retain the following information related to intangible transfers of technology (ITT) for a period of no less than [five (5)] years:
· Description of the technology or software transferred (type of technology or software, and the intended end-use); 
· Details on the person or entity receiving the information (includes end-users and any other parties to the transaction), and the destination countries involved, (wherever possible); 
· Date of the transfer, or start and end dates in cases where the transfer takes place over a span of time; and
· Other records or documentation that may be specified as part of the license.[endnoteRef:13] [13:  “Guidance on transfers abroad of controlled military technology and software by electronic means,” UK Department for Business Innovation & Skills, March 2012, <https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/15210/Guidance_on_transfer_abroad_of_controlled_military_technology_-_URN_10-659_-_new_logo_-_2012.pdf>.] 


Your enterprise should retain the following information for all visits to your enterprise’s facilities where strategic goods or technologies are present, manufactured or kept, for a period of no less than [five (5)] years:  
· Name and nationality of the visitor;  
· Organization or enterprise represented; 
· Date and location of the visit; 
· Individuals, units, and departments visited; 
· Purpose of the visit;
· Products or services discussed (including the control status); 
· Indicate whether the visitor was provided access to any controlled technology or information? Did the transfer take place under an approved license? Tangible or intangible transfer?; and 
· Summarize the visit and any noteworthy issues or circumstances. 

In addition, it may be valuable for your enterprise to keep thorough records of any visits conducted abroad.
· It is advisable to maintain all records of employee visits abroad that have relevance to strategic items or services. This should include a record of any strategic goods or technology transferred or transmitted (tangible or intangible), the means of transmission (oral, visual, electronic, etc.), the employee(s) involved, and the activities undertaken or services rendered during the course of the visit. 

Developing a Foreign National Access Control Plan[endnoteRef:14] [14:  Adapted and modified from “Compliance Guidelines: How to Build an Effective Export Management and Compliance Program and Manual,” U.S. Department of Commerce, Bureau of Industry and Security (BIS), Office of Exporter Services, Export Management and Compliance Division, November 2013.] 


One of the greatest risks of inadvertent STC violations of strategic trade control laws and regulations occurs during informal technical exchanges with foreign national employees, sub-contractors, visitors or customers through telephone, facsimile, email, or in-person. 

An Access Control Plan (ACP) identifies all of the measures and procedures that have been implemented within to control foreign nationals’ access to controlled technology and demonstrates an enterprise’s full compliance with “deemed” export controls and its intention to safeguard strategic technology. 

An ACP is not one-size-fits-all and each enterprise must evaluate its particular circumstances and take appropriate steps to control access to controlled technology based on factors such as physical layout of the enterprise facility, the location of controlled technology within the facility, the national origin of employees working at the facility, and the frequency and nationality of foreign visitors. 

The foundation of your enterprise’s ACP is an “Access Control Information Sheet”. (Note: Appendix 4 contains an “Access Control Information Sheet Template” that can be customized and used by your enterprise).

The Access Control Information Sheet should contain the following information:
· Date prepared 
· Item/technology description (include commodity classification number (CCN), if applicable) 
· Organization/department/unit 
· Description of the information/technology
· Physical location(s) of controlled information/technology
· Relevant STC requirements and restrictions 
· Individuals authorized to access controlled information/technology
· Physical/electronic security/access control measures implemented to prevent unauthorized access
· Where to report access control violations 

Before developing an ACP, your enterprise should seek to address the following questions:
1. Based on your product inventory, which foreign nationals have access to the associated technology or information regarding the design, development, production or “use” of such items. (This does not include basic research or publicly available information related to the product). 
2. Do foreign nationals: 
· Have access to research, information, or technology other than their assigned projects? 
· Participate in several projects at one time? 
· Share or integrate research which they conduct outside your enterprise? 
3. List the methods by which you receive/transmit controlled “technical data” with foreign nationals
4. Does your enterprise employ information security measures which prevent foreign nationals from gaining access to controlled technology? If yes, please describe. 
5. Does your enterprise have any physical security measures in place which prevent foreign nationals from gaining access to controlled technology? If yes, please describe. 

Appendix 1: Technology Control Plan (TCP) Template[endnoteRef:15] [15:  Adapted and modified from the U.S. Department of Defense Sample Technology Control Plan, available at the Defense Security Service: <http://www.dss.mil/documents/foci/SampleTechnologyControlPlan.docx>.] 


I. SCOPE
The procedures contained in this plan apply to all elements of the [insert your enterprise name and address]. The disclosure of controlled information to foreign persons in a visitor status or in the course of their employment with [insert your enterprise name] is considered an “export” [or “transfer”] under the [insert appropriate national legislation governing transfers of strategic technology to foreign nationals that take place within your country (deemed export control provision - if applicable)].

II. PURPOSE
To delineate and inform employees and visitors of [insert your enterprise name], the controls necessary to ensure that no transfer of strategic information or technical information or “technical data” occurs unless authorized by [insert name of your country’s STC licensing authority].

III. BACKGROUND
[Insert enterprise name] [explain the products and services your enterprise provides (designs, produces, manufactures, integrates, uses, etc.). Reference the customers your enterprise provides products and/or services to (including foreign customers).

IV. FOREIGN NATIONALS and PERSONS
A “foreign national” is any person who is not a citizen or national of the [insert the name of your country]. A “foreign person” is defined as [insert legal definition of “foreign person” or “foreign national” in your country]. 
1) No foreign person will be given access to controlled strategic technology on any project or program that involves the disclosure of technical data without an approved license from [insert name of your country’s STC licensing authority].
2) [insert your enterprise name]’s employees who have supervisory responsibilities for foreign persons must receive an STC compliance briefing that addresses relevant licensing requirements as they pertain to controlled strategic technology and information.
3) Foreign persons employed by, assigned to (extended visit) or visiting [insert name of your enterprise] shall receive a briefing that addresses the following items:
a) The need to obtain an export license from the [insert the name of your country’s STC licensing authority] prior to the [release/transfer/deemed export] of controlled information to a foreign national
b) The need for strict adherence to the [insert your enterprise name]'s STC compliance rules, policies and procedures.
c) Provides an outline of the specific information that has been authorized for transfer/release to the foreign individual.
d) Explain [insert your enterprise name]’s rules for the use of fax, scanning, and copying.
e) Indicate that violations of the enterprise’s TCP or compliance policies committed by foreign nationals are subject to a range of penalties and sanctions. (List potential penalties/sanctions within your enterprise and under national STC legislation)

V. ACCESS CONTROLS for FOREIGN NATIONALS
Address how foreign nationals will be controlled and restricted within your enterprise's premises, for example:
1) Security Badges: (if necessary, address procedures, e.g., composition of the badge, identification on badge that conveys that the individual is a foreign national, privileges and so forth, RFID-enabled badges).
2) Escorts: (if necessary, address escort procedures). (Note: [insert name of your enterprise] supervisors of foreign persons shall ensure that foreign nationals are escorted in accordance with [insert name of your enterprise]’s policies and procedures.
3) Establishment of a restricted work area(s).if necessary.

VI. EXPORT CONTROLLED INFORMATION
List specific elements of controlled information that can be disclosed to foreign nationals and the program/activity/project the foreign national is supporting.

VII. NON-DISCLOSURE STATEMENT and ACKNOWLEDGEMENT
All foreign persons shall sign a non-disclosure statement that acknowledges that controlled information will not be further disclosed, exported or transmitted by the individual to any foreign national or foreign country unless authorized by the appropriate national authorities. (Note: Your enterprise may also want to address other controlled information such as proprietary or unclassified information that does not require an STC license but which calls for specific handling procedures. 

VIII. SUPERVISORY RESPONSIBILITES
Supervisors of authorized personnel and foreign national employees and foreign national visitors shall ensure that the employees and visitors are informed of and cognizant of the following:
1) that technical data requiring an export license is not to be transmitted, shipped, mailed, hand-carried (or any other means of transmission) unless an export license has already been obtained by [insert your enterprise name] and is conducted in full compliance with [insert your country name]’s STC laws and  regulations.
2) All regulations related to the protection and safeguarding of controlled information (Note: Your enterprise may also want to address propriety and other types of unclassified information that require controls or restrictions.)
3) Ensure that foreign national employees and visitors sign a Technology Control Plan (TCP) briefing acknowledgement form, indicating that they have received a copy of the TCP and were briefed on the contents of the plan. Note: Appendix 3 of this section contains a “TCP Briefing Acknowledgement Form Template” that can be customized and used by your enterprise.
4) Ensure that [insert your country name] employees are knowledgeable of the information that can be disclosed or accessed by foreign nationals.

IX. EMPLOYEE RESPONSIBILITIES
All [insert name of your enterprise] employees who interface with foreign nationals shall receive a copy of the TCP and a briefing that addresses the following:
1) That documents under their jurisdiction that contain controlled technical data are not released to or accessed by any employee, visitor, or subcontractor who is a foreign national unless an export license has been obtained in accordance with the [insert national STC legislation governing strategic technology transfers to foreign national within your country – deemed export control].
2) If there is any question as to whether or not an export license is required, contact the [TCO, CCO, or empowered compliance official] promptly.
3) That technical data or assistance cannot be provided to a foreign national regardless of the foreign nationals’ location unless an export authorization has been approved by [insert national STC licensing authorities] and issued to [insert enterprise name].


______________________________________________________________
Print name and signature of Sr. Management Official responsible for STC compliance (e.g. CCO) 

Appendix 2: Controlled Information Non-Disclosure Agreement Template[endnoteRef:16] [16:  Adapted and modified from the U.S. Department of Defense Sample Technology Control Plan, available at the Defense Security Service: <http://www.dss.mil/documents/foci/SampleTechnologyControlPlan.docx>.] 

I, [insert name of the individual] acknowledge and understand that any controlled information, technical data or strategic services related to items found on the [insert name of national STC control list(s)], to which I have access to or which is disclosed to me in the course of my [insert which ever term is applicable, employment, assignment, or visit] by/at [insert name of your enterprise] is subject to strategic trade control under the [insert legal provision from the appropriate STC legislation in your country]. 
I hereby certify that such data or services will not be further disclosed, exported, or transferred in any manner to any foreign national or any foreign country without the prior written approval of the [insert appropriate STC licensing authority in your country].

____________________
Print name

_____________________
Signature

_____________
Date

Appendix 3: TCP Briefing Acknowledgement Form Template[endnoteRef:17] [17:  Adapted and modified from “Australian Best Practice Guide for the Management of Controlled Exports and Technology,” Australian Industry Group, May 2014.] 

[Insert name of your enterprise] Technology Control Plan (TCP)      
Version [1.0] Dated [dd/mm/yyyy]
for
[insert project name or product description]

I, [insert name of the individual] confirm that I have been briefed by [insert name of Technology Control Officer/Chief Compliance Officer or responsible compliance official] on the contents of this TCP, I have received a copy of the [insert the name of your enterprise] TCP and I acknowledge and understand the requirements of this TCP.

__________________________________________
Print name

__________________________________________
Signature

Appendix 4: Access Control Information Sheet Template[endnoteRef:18] [18:  Adapted and modified from “Guidance for creating access control plans,” U.S. National Oceanic and Atmospheric Administration (NOAA), 2014, <http://deemedexports.noaa.gov/access_control_plans/access-control-plan-guidance.pdf>.] 


[Insert enterprise name] 

Date: 

Item Description (and CCN): 

Responsible Individual/Title: 

Location(s): _________Room, _________ Building, [Insert the full address]. 

Organization (Department, Program, or Project): 

Description and relevant technical specifications and performance metrics of the item: (e.g. Digital Computers with 2688 Intel Itanium Processors and 384 MIPS Processors with a compute capability in excess of 190 million MTOPS) 

STC Controls and Restrictions: (cite the appropriate legal provision or end-use/user restrictions)

Authorized Access: 

Physical Locations and Restricted Areas: 
1) Only authorized personnel are allowed unescorted access to the _______room or ______facilities. 
2) Only authorized personnel are allowed access to restricted work areas containing controlled technology.
3) Prior to a tour, [insert the title of the person responsible] conducts a sweep of the room to ensure no controlled technology is visible. 
4) All guest workers shall be escorted at all times, while in [insert your enterprise name]’s facilities.
5) [insert any additional information] 

Physical Security: 
1) There are [insert the number of entrances] entrances to the __________room. The [insert number of entrances] entrances are controlled by [RFID badges] and secured [by locks, access codes, or control pads]. 
2) All points of entrance are under video surveillance, monitored by CCTV around the clock. 
3) The [insert empowered compliance official] approves all access to the ________room. 
4) The _________Room is monitored by staff 24 hours a day, 7 days a week. 
5) [insert any additional information]

IT Security: 

1) Only authorized accounts are allowed remote access to the servers hosting controlled technical data. There are two groups of accounts: administrators – those with privileged access, and users – those with non-privileged or “limited use” access. 
2) “Authorized accounts” are accounts that have met the necessary requirements as determined by the system administrator. All accounts are reviewed routinely to ensure appropriate levels of access are maintained. 
3) All levels of access require authentication and all passwords are maintained according company password policy requirements.
4) [insert any additional information]

Awareness: 

1.) All foreign employees and visitors have been briefed on the strategic trade control restrictions concerning this item and limits to their accessing controlled technology and information without a license from the national authorities. 
2.) [insert any additional information]

Reporting Violations: 
Individuals that believe strategic trade controls have been violated, whether deliberately or by accident, will report their concerns to the [insert name of department supervisor /office administrator or empowered compliance official responsible], who will inform the Chief Compliance Officer (CCO).


Appendix 5: Technology Control Plan Template[endnoteRef:19] [19:  This TCP template was adapted and modified from “Technology Control Plan: Carnegie Mellon University, 2016, <https://www.cmu.edu/research-compliance/export-controls/documents/tcp2016.pdf>.] 


This project/activity involves or has the potential to involve the receipt and/or use of “strategic” or controlled technology or information.  As a result, the project/activity comes under the purview of the 
[Insert name of national STC legislation, the agency responsible for licensing dual-use and/or munitions-related items and a link to the web page of relevant licensing authorities].   

Controlled technical information, data, materials, software, or hardware, must be secured from use and or observation by unlicensed foreign nationals.  [Insert name of enterprise] has established a Technology Control Plan (TCP) in order to prevent the unauthorized export/transfer of controlled information or technology that may have national security, foreign policy or economic implications on [insert the name of your country].  
This document serves as a basic template for the minimum elements of a TCP and the safeguard mechanisms that need to be instituted to prevent unauthorized access or use of controlled technology. Security measures and safeguards shall be appropriate to the technology involved.  Assistance with this form is provided by the [Insert name of compliance official responsible for TCP, include phone number and email of the individual]. 
Establishing a TCP is a multi-step process and two-part form where: 1) the [Principal Investigator, Project Manager, etc.] develops the TCP and submits it to the TCO/CCO; 2) once approved, the [Principal Investigator, Project Manager, etc.] is responsible for reviewing the control plan with all participants who individually sign off that the plan has been explained to them;  3) an individual certification form at the end of the TCP outlining the individual’s responsibilities for handling controlled materials or data  is signed by each participant including the [Principal Investigator, Project Manager, etc.];  4) the [Principal Investigator, Project Manager, etc.]  submits a copy of all signed documents to the TCO/CCO, and keeps the originals with the project file, and implements TCP;  5) the [Principal Investigator, Project Manager, etc.] notifies the TCO/CCO of any updates to the TCP as they occur (personnel, scope of work, safeguards, etc.).

	Title of Project/Activity 
	



	Technical Description of Controlled Item(s) to Be Received and/or Used: 
	



	Principal Investigator: 
	                                                                       Dept: 


  
	Phone: 
	
	email: 
	



Commodity Classification: CCN:  (e.g. 5D002)  
If you do not have the CCN, please contact [appropriate empowered compliance official] for this vital information.

Signature:___________________________________________      Date: ____________________


1. Project Personnel: Clearly identify every person (including their country of citizenship) who may have authorized access to the controlled technology / items. Attach additional documentation if necessary. Please print.

	Name & Citizenship:
	

	Name & Citizenship:
	

	Name & Citizenship:
	

	Name & Citizenship:
	

	Name & Citizenship:
	




2. Personnel Screening Procedures: At a minimum, all persons that may have access to controlled materials or data must be listed on the TCP and screened against [insert name of your country] government restricted persons/entities lists.  Screening will be completed by the [insert title of empowered compliance official] or their designee.  For more information on the screening process please contact [insert title and name of the empowered compliance official, include contact information such as email and phone number]
[bookmark: Text117]Screening Results      

3. Physical Security Plan: Controlled technology and/or materials must be physically shielded from observation by unauthorized individuals by operating in secured spaces, restricted work areas, or during secure time blocks when observation by unauthorized persons is prevented.  

	Location (include building and room numbers, etc.):
[bookmark: Text116]     



	Physical Security (provide a description of your enterprise’s physical security measures designed to protect the item/technology from unauthorized access, (e.g. secure doors, limited access, security badges, locked desks or cabinets, secure computers,  etc.):
[bookmark: Text115]     


Item Storage (Both soft and hard copy data, notebooks, files, reports and research materials are stored in locked cabinets; preferably in rooms with key-controlled access. Equipment or internal components and associated operating manuals and schematic diagrams containing “controlled” technology are to be physically secured from unauthorized access):
[bookmark: Text114]     



Destruction or Return of Materials (describe how the controlled data will be handled at the end of the project or when they are not needed anymore, (shredding, file wipes, destroy hard drive, return to OEM, etc.).

	



4. Information Security Plan (Appropriate measures must be taken to secure controlled electronic information, including User ID’s, password control, SSL etc.) (Example: database access shall be managed via a Virtual Private Network (VPN), allowing only authorized persons to access and transmit data over the internet, using AES-256 or other advanced encryption technology).

Describe what information security safeguards will be used: 


5. Training / Awareness Program

Mandatory Training
All participants listed on a TCP must receive mandatory training by the [insert the title of the empowered compliance official], prior to using any controlled items or technology.  Contact [insert the name of the empowered compliance official, email and phone number] to schedule a project training session. 

Date Training Scheduled:  				Date Training Completed: 
	Participant:
	

	Participant::
	

	Participant::
	

	Participant::
	

	Participant::
	




TECHNOLOGY CONTROL PLAN BRIEFING ACKNOWLEDGEMENT
[bookmark: OLE_LINK1](Must be signed by all persons with access to controlled technology or information)

This is to acknowledge that I have read and understand the [Insert the name of your enterprise] Technology Control Plan for the stated project.  I have discussed the procedures with the [Principal Investigator, Project Manager, etc.] and I agree to the follow all of the procedures of contained in the TCP.  If I have any questions about this TCP, its requirements or following any procedure, I will contact the [Insert title of individual responsible for TCP] for advice before proceeding. [Insert title of individual responsible for the TCP] agrees to update this plan as required and as personnel are added to or deleted from this project.


	1
	Signature
	
	Title
	

	
	Printed Name
	
	Date
	

	2
	Signature
	
	Title
	

	
	Printed Name
	
	Date
	

	3
	Signature
	
	Title
	

	
	Printed Name
	
	Date
	

	4
	Signature
	
	Title
	

	
	Printed Name
	
	Date
	

	

Approved by
	
	
	
	Chief Compliance Officer


Signature   			                           Date                   Title                                                                                           
[insert the name of your enterprise]
OFFICE OF [_____]


CERTIFICATION FOR SAFEGUARDING CONTROLLED 
EQUIPMENT, MATERIALS, SOFTWARE, TECHNICAL DATA OR TECHNOLOGY 
(Must be read and signed by all users prior to access of any controlled items or data)


Project Title: 
Project Manager or Project Investigator Name:    
Participant’s Name: 

Statement: I understand that my participation on the listed project(s) may involve the receipt or use of controlled technology, items, software or technical data, and that it is unlawful to transfer, export, send or take controlled materials or technology out of [insert the name of your country].  Furthermore, I understand that I may not disclose, orally or visually, or transfer by any means, controlled technology or technical data to a non-[insert the name of your country]. person located inside or outside the [insert name of your country]. without a license or applicable exemption as determined by [insert the name of your enterprise]’s Chief Compliance Officer.  

A non-[insert the name of your country] person is someone who is not a [insert the name of your country] citizen or permanent resident alien of the [insert the name of your country].  I understand the law makes no specific exceptions for non-[insert the name of your country] students, visitors, staff, or any other person not pre-authorized under a TCP to access export controlled materials or data.

Controlled materials or technology that are part of this project may not be exported to: 

· Foreign countries and/or any foreign person, unless [insert the name of your enterprise] either obtains a license or determines that an exemption applies to the transfer.

· Any and all embargoed destinations designated by the United Nations – insert hyperlinks to the lists 

· Proscribed entities or individuals designated by the UN [or found on the EU Comprehensive List of Sanctions] - insert hyperlinks to the lists 

For assistance with the restricted screening lists above [or using the RPST], please contact the [Chief Compliance Officer (CCO), or other official], [insert name, email, and phone number of the individual]

Reasonable Care.  You may be held personally liable for violations of strategic trade control laws and regulations [insert name of relevant STC legislation]. You must exercise care in using, sharing and safeguarding controlled materials or technical data with others. Unless authorized by the appropriate government agency and notified to that effect by [insert the name of your enterprise]’s Chief Compliance Officer (CCO), you may not export or transfer controlled materials or technical data to which you have been granted access.  If you foresee the need to export such information to a foreign country or foreign person (including, but not limited to, any [insert the name of your enterprise] employees or visitors). As a part of your work at [insert the name of your enterprise], please inform the CCO ([insert email and phone number]) immediately if you are uncertain as to whether a license or written authorization is required from the national authorities.

You agree that you: 
· will not use or otherwise disclose controlled items for any purpose other than the stated end-use;
· will comply with any and all [insert the name of enterprise] strategic trade control, security and access guidelines;
· have been advised by [insert the name of your enterprise] herein that the technical data, computer software, materials or technology cannot be transferred to other non-[insert the name of your country] persons without the prior written approval or authorization from [insert the name of your enterprise] who will determine if a license is required;    
· will not leave or place the controlled items, software or technical  information in any location or medium where there is risk that any unauthorized export may occur (including, but not limited to, placing controlled items, unattended without effective safeguards, in non-password protected files, making controlled information accessible to the general public over the Internet, leaving any controlled items physically or visually accessible to unauthorized end-users, or the public, and/or discussing details or attributes of the controlled items or technical information where there is a risk of any unauthorized person overhearing).

Reminder: When using controlled materials or technical data a license may be required for any type of physical export or transfer of technology, including but not limited to, communication with a non-[insert the name of your country] person (such as face-to-face, telephone, email, fax, sharing of computer files, visual inspection, etc.), regardless of whether such non-[insert the name of your country] person is staff, a visitor, a foreign collaborator, or member of the public.

Penalties:  The penalties against individuals for unlawful export and transfer of controlled information under the various regulations can result in civil fines of [insert maximum fine amount in your country] and criminal penalties of up to [insert maximum criminal fines and imprisonment sentence] in prison. 

Certification:  I have read and understand the conditions of this certification, and have received a copy of the Technology Control Plan as a part of [insert the name of your enterprise]’s internal compliance program. I am electing to participate in the activities/project cited above, and understand I could be held personally liable if I unlawfully disclose (regardless of form or format) controlled technology, technical data, materials or software to unauthorized persons.  I agree to address any questions I have regarding the designation, protection or use of controlled information with [insert the name of your CCO as well as email address and phone number].  Please return this signed form to insert the name of your CCO as well as the physical mailing address and email].  Unsigned copies will not be accepted by insert the name of your enterprise].  

Participant Signature: ________________________________________           Date: 

Printed Name:								Title: 


6. Agreed upon list of individual(s) authorized to access the items, technology or technical data (please notify [insert name and email] as individuals require access change):


		Person	
	Citizen or permanent resident
	Access/level limitations
	TCP and Export Control Training Complete (Y/N)

	Name of Individual
	Yes if person is citizen, or has asylum status)
	For equipment:  person will have a key and will be able to freely access, person will be able to use item under direct supervision, person will be responsible for maintenance of item, etc.
	It is important that all individuals working with controlled items and technologies understand their specific responsibilities in maintaining the plan.

	
	
	For technology and technical data: Will person be able to directly access the data, be given minimal information required to perform related fundamental research, or simply participate in discussions?
	

	
	
	
	

	
	
	
	

	
	
	
	




The information provided here is used to screen eligibility of persons to access controlled information (i.e. to ensure that the individuals do not appear on restricted parties lists).  It is important that this screening occur prior to giving individuals access to controlled items or information.  Please make sure this information is kept current.
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